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€15Al / Cangxin Al Open API v1 - %3/ ERP FikiE0

HIEECHARR ERP (N2, E. SEE) €A UBITRMANETR, TEEGFMYIRIRER, B Webhook #iiX, #25RIRAVEOXME: /api/vl/openapijson (OpenAPI3.1, BJSA
Postman / Apifox) o

Ehili URL: https://cangxinai.com/api/vl

0. ERP #EE 1 (41E) /ERP integration (Lingxing) at a glance

Atest account is delivered as exactly three values: test domain, appKey and appSecret. Nothing else is needed to call the API.
Wi S RZF=10: MikisE. appKey. appSecret, HRAEOFTEHMBE,

MEFE/  FAMEL/Ourvalue ARk [ Header
Lingxing
field

APl domain Base URL of the environment, ending in /api/v1 (production, or the separate test

| API 3% environment for a test account)
EOuE, LA /api/v1EE (EEINIFR; NEEKS N iR iR agsthit)

appKey The seller code (GET /me returns it as key.appkey). Identifies the seller, not a secret
RN (GET /meiR[EM key.appkey) , BTFIRBIER, FE2FH

appSecret  The APl key (shown once when created; stored hashed). Sent as a Bearer token, or 25000 T2eier Focer
not sent at all when requests are signed with HMAC-SHA256 (optional) Signature
API &R (AN REIR—R, IRFBRERRE) o E/9 Bearer THEARIX; SHAIEMA
HMAC-SHA256 15 KR&E®, IITERAGRAIE

X-WMS -Key

curl https://cangxinai.com/api/v1l/me \
-H "X-WMS-Key: <appKey>" \
-H "Authorization: Bearer <appSecret>"

ERERBHFNEDR, I ERER. /EREQADEDR, WFXERER"

SREFHEINEESIZOME / Lingxing functions and endpoints

# SMEINEE [ Lingxing #£0 / Endpoints Webhooks / #ii%
function
GET /api/v1l/skus
1 1 Bhifxig (B, .. B POST /Zpi/vl/skus -
> PUT /api/vl/skus/{id}
= 1T¥) GET /api/v1/warehouses
Base data: SKUs, warehouses, inventory, GET /api/vl/inventory
orders GET /api/vl/orders
GET /api/vl/orders/{id}
pre POST /api/v1/inbound inbound. received
2 2.FBAEGENE (NEFM GET /api/v1/inbound
}E) GET /api/v1l/inbound/{id}

X (BERELDE FBA BI#M638) / Related (FBA replenishment, warehouse — Amazon)P0ST

FBA stock inbound: inbound notice (ASN) /api/vl/transfersGET /api/vl/transfers/{id}

and received quantities



file:///api/v1/openapi.json

# SREIHEE [ Lingxing #£0 / Endpoints Webhooks / #Eix

function
Pe=y =1 POST /api/vl/orders order.label created
3 3 tﬂﬁﬁm (?Ei‘ E‘EE’T?E GET /api/vl/orders/{id} order.shipped
{g ﬁi) GET /api/vl/orders/by-external/{external id}
-

POST /api/vl/orders/{id}/cancel
Outbound: push orders, tracking number POST /api/vl/orders/{id}/hold
back, cancel / intercept

s POST /api/vl/returns return.awaiting_instruction
4 4 Jg{q:)\E GET /api/vl/returns
Returns: announce a return, inspection GET /api/vl/returns/{id}
result, instruction POST /api/vl/returns/{id}/instruction

RIS . CFEXMEERE, GET /orders/{id} BliR[El carrier # tracking_numbers. /Tracking numbers are returned as soon as the warehouse buys the label.

1. 5398

EREZRIIFHAPI TEERER (FER, REERXKSAEETUER) , KAPRRONES, BOZZERONRIT: RERDZEREESHCENSE.

curl https://cangxinai.com/api/vl/warehouses \
-H "Authorization: Bearer <API KEY>"

appkey [ appSecret: EEIEMMER ERP, appkey @RS (GET /me iR[EIfY key.appkey, FATFIRFISER, R2%H) , appSecret 2 API Z$l, fF Bearer AT, WAIATEIERKX-
WMS -Key T _E appkey; BEXMSZHAFAESEEK—H, BENiRE] 401appkey mismatcho

IERER (FI3%)

WA UREXZH, MHEMERER, BRK: X-WMS-Key (appkey EZHHHIZR) « X-WMS-Timestamp (Unix ¥, SHRSZEFTIEMEETBT 300 ) . X-WMS-Nonce (8-64 {il [A-Za-20-9 -1,
B—ZHHARAIEE) F X-WMS-Signature, $5i%: 40linvalid signature. signature expired. nonce reused,

import hashlib, hmac, secrets, time

def sign(app secret: str, method: str, path: str, query: str, body: bytes) -> dict:
# path and query exactly as sent, e.g. "/api/vl/orders" and "status=pending&page=1"
timestamp, nonce = str(int(time.time())), secrets.token hex(16)
message = "\n".join([method.upper(), path, query, timestamp, nonce,
hashlib.sha256(body) .hexdigest()1)
key = hashlib.sha256(app secret.encode()).hexdigest() # signing key = sha256 hex(appSecret)
signature = hmac.new(key.encode(), message.encode(), hashlib.sha256).hexdigest()
return {"X-WMS-Key": "<appkey>", "X-WMS-Timestamp": timestamp,
"X-WMS-Nonce": nonce, "X-WMS-Signature": "sha256=" + signature}

SEZETAILUEE “RIETERIER" (IS Bearer i&3KiR[E] 401signature required) F1IP A& (HfthithihiR[E] 403ip not allowed) o

R ol
orders HEEITHE S FBA/ BO g

inbound NETHR (ASN) 5 SKU #E
stock FEf75 SKU &1

returns RHFRS EBIE<

vas HRERSHIE

bilLing:read TERE. FASHE (D)

2. 9%

o ERFMARERZ JSON (UTF-8) o Adia] g UTC AY ISO 8601 48T, (2026-11-10T08:00:002) o
e 7lXK: ?page=1&page size=50 (&% 200) —{"data": [...], "pagination": {...}}o



o $HiZ: {"error":

e POST i&ERigFH _EME—(ER Idempotency-Key 5Kk (FIANRA9ITES)

=8

o FNEPEEMERSE FRAEHH 1200K)
® il Accept-Language:
e GE: GET /warehouses R[E&E

code REBEATINME—:

{"code": "...", "message": "...",

zh-CN BMREIFFXEIR(E B

"details":

FHBEME public code (f5IE0WS-ACME-LAX1)
ANELNECENREHERD, #0OIRE 422anbiguous_warehouse code,

3. #|OFIE
BiE  BE
GET /api/vl/me
GET /api/vl/warehouses
GET /api/vl/skus
GET /api/vl/skus/{id}
POST /api/vl/skus
PUT /api/vl/skus/{id}
POST /api/vl/orders
GET /api/vl/orders
GET /api/vl/orders/{id}
POST /api/vl/orders/{id}/cancel
POST /api/vl/orders/{id}/hold
GET /api/vl/orders/by-external/{external id}
POST /api/vl/orders/by-external/{external id}/cancel
POST /api/vl/orders/by-external/{external_id}/hold
POST /api/v1l/inbound
GET /api/v1l/inbound
GET /api/v1l/inbound/{id}
GET /api/vl/inventory
POST /api/vl/returns
GET /api/vl/returns
GET /api/vl/returns/{id}
POST /api/vl/returns/{id}/instruction
GET /api/vl/vas/services
POST /api/vl/vas
GET /api/vl/vas
GET /api/vl/vas/{id}

{...}}}, HTTPIR7SHS 400 /401 /403 /404 /409 /422 /429, ihHRIEHMERAIERIRIE 404,

i 7 %P\Jﬁﬁﬁﬂﬂ’]ﬁéﬂmﬁﬁiiﬁﬁ,

DiX-RateLimit-* MEf7sk; #BPRIR[E] HTTP 429, H#Retry-After,

PR

stock, inbound, orders

stock, inbound, orders

inbound
inbound
orders
orders
orders
orders
orders
orders
orders
orders
inbound
inbound
inbound
stock
returns
returns
returns
returns
vas

vas

vas

vas

=iREE—

R
LIEH. APS5ER
BENERE
SKU &
SKU i#15
e SKU
B SKU (REfE NIIFER)
BIEEEITR
HEEITERIIR
TeREEizES
BUEITSR (BRERFF
FRIgEEITE
RIFMIT R STRITRERS SRS
RIFEITERSEUHITER (FREF
RITIIT R SEEITR
B NETIR
NEFRYIZR
NERS 5L E
FEtE (G /SKU/#HR)
RFTIR
RH5IR
IRHFIFE

B EFES
BIERIEHIEERRSS
FREIE(ERSS
IERSBRIIR
IERS RI¥E

nHU)

nHU)

RBIIARZ (MMRZ3k Idempotent-Replayed: true) ,

FREEL

T 2TEM—. XFL, TEBIEN warehouse code fEf (B &kiXwarehouse id) o 5EHEE



BiE  BE PR i

pOST /aP/vi/transters orders 832 FBA / ¥ &% (%84T PDF f base64)
GET  /epi/vi/transters orders FBA /G HFIR
GET  /ept/vi/transters/tid} orders FBA /G BI¥E
GET  /epi/vl/wallets billing:read B OETURER
GET  /@pi/vl/wallets/{id}/transactions billing:read PRl S ETTR K
GET  /opH/vi/charges billing:read 2R FREAA
BIEEITE

T8 5 FEMNITSEXHER—EMZ: SKU IZ SKU 43, B3EIREY SKU BRETILADZ; Fl—1>external id EEIRTIRIE 409,

curl -X POST https://cangxinai.com/api/v1l/orders \

-H "Authorization: Bearer <API_KEY>" -H "Content-Type: application/json" \

-H "Idempotency-Key: 111-1234567-1234567" \

-d '{"warehouse code": "WS-ACME-LAX1", "external id": "111-1234567-1234567", "channel": "amazon",
"ship by date": "2026-11-12T07:59:59Z",
"recipient": {"name": "Jane Smith", "street": "1 Main St", "city": "Los Angeles",

"state": "CA", "zip": "90001", "country": "US", "phone": "555-0100"},

"lines": [{"sku": "MUG-01", "quantity": 2, "external item id": "10000000000001"}]}'

Z/EE GET /orders/{id} B GET /orders/by-external/{external id} (iK% pending - processing - shipped, & tracking numbers) , Z¢iJi# order.label created/
order.shipped #fii%, FIHZIRECBITE SR POST /orders/by-external/{external id}/cancel#/hold BUHEZE ((THSE URLER; & "/ WITBESEFERRFI) -

4. #tiX (Webhook)

EERIIFH API TTEEIZ HTTPS #utik, #Hf1& POST —4> JSON Hf4, I57E 10 FAREIER 2xx. RIMAIMEERTE 1. 5. 15, 60 DFLIK 3. 6. 12, 24/N\BIEER (H8K) , WEERE
APITTHEE. F—EAARESHEE: EAEIN id BZK.

E=4L faed

order.label created EMEES: HRERERS GTHMREE)
order . shipped ITRER (BERS)

order-hetd T

inbound. received )\EE »Lii,

return.awaiting instruction :IEfq:?%?Ei/v\

wallet. low_batance H SR T2 RE

CELEBGIEMEE order. label created (§MTEMBERES—K, BERHEZR]) ; HERBHR order. shippeds

POST https://erp.example.com/wms/webhook

X-WMS-Event: order.shipped

X-WMS-Timestamp: 1762761600

X-WMS-Signature: sha256=5d41402abc4b2a76b9719d911017c592. ..

{"id": "evt ...", "type": "order.shipped", "created at": "2026-11-10T08:00:00Z"
"seller": {"id": 7, "code": "S001"},
"data": {"order": {"id": 42, "external id": "111-1234567-1234567", "status": "shipped",
“carrier": "UPS", "tracking numbers": ["1Z999AA10123456784"], ...}}}

RIGEZ (FBiRmZAX timestamp + "." + raw body it HMAC-SHA256) , FHiE48id|RRYAT a2 :

import hashlib, hmac, time



def verify(secret: str, headers: dict, raw body: bytes) -> bool:
timestamp = headers["X-WMS-Timestamp"]
if abs(time.time() - int(timestamp)) > 300:
return False
expected = hmac.new(secret.encode(), timestamp.encode() + b"." + raw body,
hashlib.sha256) .hexdigest()
return hmac.compare digest("sha256=" + expected, headers["X-WMS-Signature"])
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